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Purpose

This policy establishes the department of social and health services (DSHS) responsibilities and

processesfor.promptly reporting to the state auditor’s office (SAO) all known or suspected
losses’of state funds;state assets, client funds, and client personal property due to theft or

criminal / illegal activities by DSHS employees, contractors, employees of contractors, or state

vendors.

Scope

This policy applies to all DSHS employees, supervisors, managers, and superintendents or their

designees as it relates to known or suspected:

e Loss of any public funds or assets involving a DSHS employee(s) regardless of monetary

value


http://apps.leg.wa.gov/RCW/default.aspx?cite=43.09.185
http://www.ofm.wa.gov/policy/20.10.htm
http://www.ofm.wa.gov/policy/20.15.htm
http://www.ofm.wa.gov/policy/20.20.htm
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-09-01.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-11.pdf
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e Criminal / illegal activity involving a DSHS employee, contractors, employees of
contractors, or state vendors that results in a loss of public or client funds or assets

These reporting requirements are in addition to those existing in DSHS administrative policies:
9.01 incident reporting, 10.06 contractor/vendor investigation, 14.07 control of capitol assets,
13.11 monitoring contractor performance and 18.89 investigations.

Exceptions to this reporting requirement are:

e Normal and reasonable “over and short” errors in recording cash. transactions from
cash receipting operations

e Reasonable inventory shortages identified during a physical count

e QOverpayments resulting from the normal course of doing business

e Breaking and entering or vandalism of property

Definitions

Public funds or assets — money or assets belonging to or for the benefit of the state. Includes
but is not limited to petty cash, purchase cards; or state property.

Criminal / illegal activity — financial related crimes including theft of public or client funds or
property.

Client funds — money held by DSHS for clients, residents, or patients that belongs to the clients,
residents, or patients.

Client assets — personal property that belongs to a client, resident, or patient.

Policy

A DSHS'supervisors, managers, and superintendents or their designees must
immediately/report (as soon as they suspect or are aware) known or suspected
losses to the internal audit and consultation unit.

B. DSHS employees and line staff must immediately report (as soon as they suspect or
are aware) to their supervisor, manager or superintendent known or suspected
losses.

C. Internal audit and consultation (IAC) will serve as the principle point of contact with

the SAO for all DSHS reports of loss or illegal activity.

Procedures


http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-09-01.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-10-06.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-14-07.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-13-11.pdf
http://one.dshs.wa.lcl/Policies/Administrative/DSHS-AP-18-89.pdf
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DSHS local supervisors, managers, and superintendents or their designees will:

Use the loss of public funds, assets, or illegal activity report (DSHS 17-169) to report
known or suspected losses of public funds, public assets, client funds, and client
personal property due to theft or criminal / illegal activities by DSHS employees,
contractors, employees of contractors, or state vendors to IAC immediatelyjas soon as
one becomes aware. The form can be sent to IAC via e-mail at DSHS IAC Internal Audit
and Consultation and should be sent immediately when one becomes aware of
identifying the known or suspected loss;

Secure pertinent records and protect them from alteration or destruction;

Provide related detail and information to SAO staff during inquiries, investigations, and
audits;

Not enter into a restitution agreement with aniemployee unless it has been approved by
the state auditor and the attorney general’s offices; and

Address questions to the chief audit executive at (360) 664-6001.

IAC staff will:

Review, log, and enter information from loss of public funds, assets, or illegal activity
reports online at the SAO fraud report client portal within two (2) business days of
receipt;

Maintain a log ofirepOrts forwarded to the SAO;

Retainfdogs of the reports sent to the SAO for three (3) years;

Forward a quarterly summary of losses and suspected losses to the assistant secretary
facilities, finance, and analytics administration and the chief risk officer;

Coordinate, when necessary, communication between SAO fraud investigation staff and
DSHS employees; and

Provide additional clarification to staff on specific issues as requested.


http://forms.dshs.wa.lcl/formDetails.aspx?ID=6528
mailto:DSHSIACInternalAuditandConsultation@dshs.wa.gov
mailto:DSHSIACInternalAuditandConsultation@dshs.wa.gov

